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1. FOREWORD BY INDEPENDENT CHAIR 

It is a well-known fact that health and social care services are under constant and increasing 
pressure. Many of these pressures can be associated with an aging population, people living 
longer with complex and multiple conditions, leading to increasing healthcare needs, whilst 
at the same time, working within the constraints of a publicly funded health and care system. 
Health and social care services have finite resources both in financial and human terms, as a 
result, we need to find new and innovative ways to be more productive, reduce waste and look 
to transform what we do, and how we do it. In essence, not keep doing the same things better, 
but do better things. This type of transformation can include the use of digital data and 
technology, systems, and services.  

However, as we become increasingly dependent on digital, data, and technology, we often 
only realise just how dependent we are when things go wrong, and the events of 17th 
September 2025 illustrates this challenge. 

My role as the independent chair of this review has been to understand what happened and 
why, and at the same time, learn from this experience as both a health and social care Trust 
and equally as a partner in the wider health and social care system.  

You will see from the following report that issues such as this are seldom straightforward, and 
are often multifactorial, usually a combination of; People, Process and Technology related 
issues converging to create the perfect storm. 

The findings within this report have been guided by a commitment to excellence and integrity, 
as a result, I am confident that the root cause of the incident, the recommendations, actions 
and associated learning will strengthen the Trust’s and wider system resilience and thereby 
improve the health and social care services for the people and communities we serve. 

I would like to formally commend the Trust and its many healthcare and supply chain partners 
in the way this review has been conducted, which was always patient and service user 
focussed and implemented in an open transparent and cooperative manner. 

Finally, I wish to express my gratitude to all those who have contributed their time and 
expertise to the production of this report. Their collaborative effort has been essential in 
achieving the high standard of analysis presented here. 

 

Professor Graham Evans 
BA(Hons), MSc, DProf, CEng, CITP, FBCS, FRSA, FCMI, MInstMC, MIET  
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2. EXECUTIVE SUMMARY 

2.1. Background 

This report summarises the findings of the independently chaired Incident Review Group in 
respect to the major incident arising from the unexpected Information Technology (IT) outage 
incident experienced by the Southern Health and Social Care (HSC) Trust (the Trust) on the 
17th September 2025.  The incident had an adverse impact on the operational services of the 
Trust, resulting in the cancellation of 1,647 patient appointments and the step up of an 
ambulance divert away from the Trust’s two acute hospital sites.  

In summary, an unplanned IT network outage prevented access and use of the organisation’s 
digital and technology services. This included access to healthcare records and other 
business services from the Trust’s internal local area network (LAN), however, Trust users 
could access IT systems through the use of other access points out-with the Trust’s core 
technology infrastructure. 

During the incident, the Trust, supported by its partners, quickly implemented business 
continuity plans in a controlled and coordinated manner, and governance systems and 
decision support processes all appeared to work with a high degree of effectiveness. As a 
result of the prompt actions of the Trust and its partners, the direct impact of the incident 
lasted only one business day, which, given its nature could have been far more service 
impacting.   

Nonetheless, this has been an extremely regrettable event and the Trust conveys its sincere 
apologies to all of those impacted by the incident. Furthermore, the Trust wishes to assure 
patients, service users, and staff that it has prioritised its efforts to ensure that all findings 
and the rich learnings from the incident are captured and are being actively shared with the 
wider HSC.  

Learning from this incident can and will place the Trust in a much stronger position going 
forward. As part of this independently chaired review, as well as understanding (and 
mitigating) the technical root cause of the incident, the review has sought to understand what 
went well and importantly what can be learnt in regard to all aspects of the incident response 
and the Trust’s digital governance arrangements that could be further improved.  

In reading this report it should be noted that the details contained within reflect the status of 
referenced information, such as appointment dates, incident reports, and complaints logs, 
as at the time of publication.  

2.2. Approach 

In taking forward this learning focussed review the Trust established a dedicated Incident 
Review Group (IRG), which was independently chaired by industry expert Professor Graham 
Evans, and comprised the Trust’s Executive Directors of Medicine and Nursing, supported by 
four sub-groups. This structure has enabled a detailed review of the technical root cause of 
the incident to be undertaken, as well as a review the effectiveness of the Trust’s emergency 
planning and business continuity structures and procedures and associated internal and 
external communications. 
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It should be noted that the Trust has not waited for the final reporting of this review exercise 
to commence the process of sharing and embedding the important learnings from the 
incident, with relevant regional learning already having been shared with other HSC Trusts 
and a number of early recommendations implemented. 

2.3. Key Findings and Learnings 

Following the successful restoration of network access at 16:15 hrs on 17th September, the 
Trust’s IT team worked closely with the Trust’s external network infrastructure support 
provider and its subcontractor (who provide technical assistance centre support to the Trust 
for all aspects of data centres and wider comms infrastructure) to forensically review system 
logs, and the timeline of events prior to and subsequent to the incident, with the intention of 
identifying the technical root cause.  

Supported by IT colleagues from across the HSC namely, Western HSC Trust, Northern HSC 
Trust, the regional Business Services Organisation (BSO), and Digital Health & Care Northern 
Ireland (DHCNI), it was concluded that: 

• the change control process associated with the planned upgrades to the Trust’s data 
centres (DC1 and DC2) prior to the IT outage was considered appropriate and 
proportionate and the correct process and mandate had been followed by the Trust. 

• the infrastructure in both data centres is considered to be highly resilient and correctly 
designed for its purpose. 

• the root cause of the outage was as the result of human process error. Review of the 
detailed technical logs has identified that the outage occurred when a member of the 
network infrastructure support provider attempted to install the necessary software 
onto the data centre hardware - the configuration was mistakenly applied to the active 
data centre (DC1) which was running and not to the inactive data centre (DC2) which 
was being upgraded. 

In learning from the incident, the Trust has already taken steps to strengthen existing 
processes and to significantly reduce the risk that a similar incident can happen again in the 
future. This includes ensuring “dual-engineer” oversight (a second pair of eyes) for work on 
critical infrastructure components, implementing the digital capture of such upgrade work, 
and proactively engaging the vendor technical assistance centre ahead of planned works to 
the Trust’s core digital infrastructure. 

In addition to the Technical Root Cause Analysis (RCA) sub-group findings outlined above, the 
other IRG sub-groups considered the effectiveness, learnings, and recommendations for 
improvement in respect to the following areas: 

• Major Incident Response, including general emergency planning and business 
continuity arrangements applied across the organisation; 

• encompass Business Continuity Arrangements, being the business continuity and 
recovery procedures enacted in respect to the electronic patient record system 
(encompass) in the Trust; and 



 

Incident Outcome Report 

6 
 

• Internal and External Communications both during and following the IT outage 
incident.  

The key findings and lessons learned in respect to these areas are summarised in Section 6 
of this report, along with the findings of a review of the Trust’s digital governance 
arrangements. Section 6 also summarises the findings regarding the regrettable impact of the 
incident on patients and service users, summarising the number and type of cancelled 
appointments, the arrangements applied to reschedule the cancelled appointments, and 
wider feedback from patients and service users in respect to the incident. 

2.4. Conclusions and Recommendations 

Overall, the IRG findings conclude that the Trust, along with its HSC and technology partners, 
worked in a responsive manner to minimise the duration of the incident restoring services 
within one business day and demonstrating strong foundations in emergency planning, 
business continuity, and communications. Furthermore, clinical and operational teams 
delivered an outstanding, patient-first response, demonstrating exceptional professionalism 
and adaptability in activating business continuity plans and maintaining patient safety 
throughout the IT outage which must be commended. 

However, the incident has highlighted opportunities to further strengthen preparedness, 
resilience, and communications, particularly during IT system outages. In this regard it is 
acknowledged that the implementation of the encompass patient record system in May 2025 
has added a new aspect to the Trust’s emergency planning and business continuity 
arrangements. Work continues to ensure this is fully embedded as a core element of the 
Trust’s wider emergency and business continuity planning and preparedness.  

The key recommendations identified by the IRG are summarised in Section 7 of this report and 
include improving technical safeguards for critical infrastructure upgrades; developing robust 
contingency communication methods that can be used in IT outage situations; enhancing IT 
resilience through mobile connectivity and hosting reviews; and ensuring adequate resources 
and equipment to maintain service continuity. Alongside the Trust’s commitment to regular 
training, testing and exercising of the updated emergency management plans, implementing 
the identified recommendations will reinforce operational readiness and help reduce the risk 
and impact of any similar incidents in the future. 

The Trust’s Senior Leadership Team (SLT) is collectively responsible for assessing the 
recommendations outlined in this report and, in terms of next steps, will agree an action plan 
to consider their implementation.   
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3. BACKGROUND 

This report relates to the IT outage incident experienced by the Trust at 08:05 hrs on 
Wednesday 17th September 2025.  This full network outage resulted in a loss of connectivity 
for Trust staff to key clinical information systems including encompass (the electronic patient 
record system), the radiology & digital pathology system (NIPACS) and the laboratory 
information management system (LIMS). These systems remained accessible to all other 
HSC Trusts in Northern Ireland. 

As a result of the outage, a major incident was declared at 09:10 hrs and business continuity 
arrangements were activated to maintain essential clinical services and to protect patient 
safety. This involved the following: 

• Time critical procedures were maintained and the emergency departments continued 
to care for existing patients and new attendances.  

• An Ambulance divert was put in place away from the two acute hospital sites 
(Craigavon Area and Daisy Hill Hospitals) with only Category 1 ambulances (excluding 
major trauma) being accepted by both Emergency Departments.   

• To ensure patient safety, most planned surgery and out-patient hospital appointments 
on 17th September were cancelled and as the impact of the incident evolved a decision 
was made to also cancel appointments booked for the 18th September.  

• Whilst network access was restored by 16:15 hrs on Wednesday 17th September, paper 
records were retained overnight to ensure safe services were provided to all patients 
during this period.  

In managing the impact of the IT outage, 1,647 patients had appointments cancelled and the 
Trust worked at pace to rebook all postponed appointments in line with clinical priorities.  

The Trust conveys its sincere apologies to all of those impacted by the outage and wishes to 
assure our patients, service users, and staff that the Trust has prioritised its efforts to ensure 
that all findings and learnings from the incident are captured for the Trust and are being 
actively shared with the wider HSC. 

4. PURPOSE OF REPORT 

The purpose of this Incident Outcome Report is to summarise the work undertaken by the 
Trust to identify the cause of the IT outage incident, to review the impact of the outage, and to 
ensure that key learnings and associated recommendations for improvement are captured. 

The report commences by providing an overview of the structures established to identify the 
facts, findings and learnings relating to the IT outage incident, namely the independently 
chaired IRG, along with its four sub-groups.  It proceeds to provide an overview of the scope 
of work undertaken by the IRG and each of the sub-groups, and summarises their key findings 
and lessons learned.  

The Trust has already commenced work to embed and share the learnings that have been 
identified – the final sections of this report provide an overview of the learning implementation 
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work undertaken to date, along with conclusions and recommendations for continued 
improvement and business continuity resilience, both within the Trust and across the wider 
health and social care sector in Northern Ireland, moving forward. 

5. INCIDENT REVIEW APPROACH AND SCOPE 

5.1. Structure 

While a number of working groups were put in place at the time of the IT outage to manage 
and monitor the immediate technical and business continuity response, the Trust 
subsequently established a governance structure to undertake a thorough review of the 
incident and to identify lessons learned. 

As outlined in the diagram below, this structure comprised an overarching IRG, which was 
chaired by an independent industry expert, along with a number of sub-groups.  

Figure 5.1 – Overview of Incident Review Group Structure 

 

5.2. Membership  

The IRG was independently chaired by Professor Graham Evans, who is a specialist in the area 
of health and care digital leadership and transformation, having held a number of Executive 
Director level digital services roles across his 20+ years in the health and care sector in 
England. Most recently this included being the Executive Chief Digital and Infrastructure 
Officer (CDIO) and Senior Information Risk Owner (SIRO) for NHS North-East and North 
Cumbria Integrated Care Board, having recently retired in July 2025. 

The other members of the IRG included the Trust’s Executive Director of Nursing and the 
Trust’s Medical Director. The identified sub-group leads also attended the meetings of the IRG 
to provide updates on their respective areas. 

The IRG met a total of five times since 14th October 2025. 

5.3. Incident Review Group Scope  

The role of the IRG was to establish the facts relating to the IT outage incident, including to 
identify any findings which caused the incident, factors which contributed to these findings, 
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and to make recommendations which when implemented would serve to reduce the risk 
and/or impact of a similar incident occurring in the future.  

The group also considered the actions taken by the Trust in response to the incident, with a 
particular focus on learnings and improvements that can be made in respect to the 
enactment of emergency planning and business continuity arrangements and 
communications both during and following the incident. A copy of the Terms of Reference of 
the IRG is included at Appendix 1 of this report. 

The Trust is extremely conscious of the regrettable impact on patients and service users 
during and following the incident. As part of the review work the IRG sought to understand the 
wider impact of the outage, in terms of the impact on patients. 

In completing their scope of work the IRG has been supported by the work of the four sub-
groups as outlined in the diagram as section 5.1 above. A high-level summary of the agreed 
scope of each of the sub-groups is outlined below. 

• Technical RCA Sub-Group - to review the Change Control Process associated with 
the upgrade undertaken to the Trust data centres prior to the IT outage, review the 
upgrade activity undertaken prior to the IT outage, establish the root cause and 
analysis, and to propose any recommendations and shared HSC learning.  

• Major Incident Response Sub-Group - to review the Trust’s major incident response, 
including general emergency planning and business continuity arrangements. This 
includes an assessment of the adequacy of the Trust’s response and co-ordination 
arrangements, the effectiveness of business continuity plans, and to identify any 
improvements for similar incidents in the future. 

• encompass Business Continuity Arrangements Sub-Group - to consider the 
enactment of the business continuity arrangements in respect to the encompass 
patient record system in the Trust at the time of the IT outage, with a particular focus 
on learnings and improvements that can be made in implementing encompass 
business continuity arrangements going forward. 

• Communications Sub-Group - to consider how effectively the key messages were 
communicated to internal and external stakeholders both during and following the IT 
outage incident. This includes the adequacy of the communications response in terms 
of coverage and timeliness to internal and external stakeholders and identification of 
any improvements in respect to communications for any similar incidents going 
forward. 

A copy of the agreed Terms of Reference for each of the sub-groups is included at Appendix 
2, with the exception of the encompass Business Continuity Arrangements Sub-Group which 
had largely completed their review and learnings work in the days immediately following the 
incident, which was prior to the formal establishment of the incident review governance 
structure. The IRG subsequently reviewed the coverage of the scope of work already 
undertaken by the encompass Business Continuity Arrangements Sub-Group and agreed that 
this was sufficient to meet the needs of the review.  
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6. FINDINGS AND LESSONS LEARNED 

6.1. Summary of Findings and Lessons Learned 

Each of the four sub-groups prepared and submitted Findings Reports to the IRG which 
summarised the review work undertaken in their respective areas, their key findings, lessons 
learned, and recommendations for improvement. A copy of the Executive Summary from 
each of the sub-group reports is presented at Appendix 3 and a summary of the collective 
findings and lessons learned is outlined in the paragraphs that follow. 

Technical RCA Findings and Learnings 

Following the successful restoration of network access at 16:15 hrs on 17th September, the 
Trust’s IT team worked closely with the Trust’s external network infrastructure support 
provider and its subcontractor (who provide technical assistance centre (TAC) support to the 
Trust for all aspects of data centres and wider comms infrastructure) to forensically review 
system logs, and the timeline of events prior to and subsequent to the incident, with the 
intention of identifying the technical root cause.  

Supported by IT colleagues from across the HSC namely, Western HSC Trust, Northern HSC 
Trust, the regional BSO, and DHCNI, it was concluded that: 

• the change control process associated with the planned upgrades to the Trust’s data 
centres (DC1 and DC2) prior to the IT outage was considered appropriate and 
proportionate and the correct process and mandate had been followed by the Trust. 

• the infrastructure in both data centres was reviewed and is considered to be highly 
resilient and correctly designed for its purpose. 

• the root cause of the outage was as the result of human process error. Review of the 
detailed technical logs has identified that the outage occurred when a member of the 
network infrastructure support provider attempted to install the necessary software 
onto the data centre hardware - the configuration was mistakenly applied to the active 
data centre (DC1) which was running and not to the inactive data centre (DC2) which 
was being upgraded. 

As a result of the prompt actions of the Trust and its partners, the direct impact of the incident 
lasted only one business day, which, given its nature could have been far more service 
impacting.  Learning from the incident the Technical RCA sub-group identified a range of 
measures to mitigate the issue of human process error when carrying out critical upgrades 
within data centres in the future. The recommendations, which complement the robust 
practices that are already in place, are summarised in section 7.1 and the Trust has already 
commenced the implementation of the steps identified to strengthen existing processes. 

Business Continuity and Communications Findings and Learnings 

This section collectively summarises the findings and learnings from the three remaining sub-
groups, namely the Major Incident Response Sub-Group, the encompass Business Continuity 
Arrangements Sub-Group, and the Communications Sub-Group. Further details are included 
in the Executive Summaries contained in Appendix 3 to this report. 
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During the incident, the Trust, supported by its partners, quickly implemented emergency 
planning and business continuity (EPBC) arrangements in a controlled and coordinated 
manner. Governance systems and decision support processes all appeared to work with a 
high degree of effectiveness.  

EPBC arrangements were activated promptly, with a ‘major incident’ declared at 09:10 hrs 
and the Bronze control structure established accordingly. The incident management 
response ensured well chaired Bronze meetings with structured decision-making and clear 
task ownership. Overall feedback was that Trust strategic direction and coordination was 
effective, with Directors cascading information to their management teams for 
dissemination, and in parallel appropriate engagement was being maintained with other HSC 
organisations.  However, it was noted that the Bronze meetings would have benefited from 
defined clinical oversight, time-limited meeting structures, and improved coordination of 
Sitrep reporting processes to reduce potential duplication. Furthermore, SLT members 
acknowledged the importance of regular review of the Corporate EPBC plans and the need to 
periodically refresh training and exercising of major incidents as a group. 

Clinical and operational teams demonstrated exceptional collaboration and flexibility, 
responding to the incident with a calm and patient focussed approach. Many services 
successfully activated existing business continuity plans, reverting to the use of contingency 
measures to prevent risks to patient safety. Previously undertaken EPBC training and specific 
encompass business continuity training proved extremely valuable, with staff who had 
recently participated in such training responding to the incident more confidently.  This was a 
key learning and has reinforced a need for the identification of EPBC team leads across the 
organisation, more regular EPBC testing, and robust contingencies which reflect the 
increased dependency in the Trust on key IT systems such as encompass.  

In this regard it is important to acknowledge that the encompass electronic patient record 
system is relatively new to the Trust having been implemented on 8th May 2025. Trust staff 
have been outstanding in their efforts to adjust to the new ways of working and workflows that 
encompass has required and have been successful in achieving a very ambitious encompass 
stabilisation plan. However, the IT outage incident on 17th September was the first time that 
Level IV encompass business continuity had been required since go live of the system. Level 
IV means that staff did not have access to the Trust network which limited access the 
encompass patient record. Staff were required to utilise alternative Business Continuity 
Access (BCA) devices within their departments, which requires different ways of working from 
day-to-day operations or planned encompass downtime. While this was challenging for staff, 
they managed extremely well under the circumstances to safely care for patients.   

The review findings highlighted that there were sufficient BCA devices available and operating 
as intended. Some staff also utilised additional business continuity facilities to access data 
from the system, namely Rover devices (being iPhones which contain the encompass ‘App’) 
and the Haiku App (which is an App accessible to approximately one third of the Trust’s 
Medical Staff to access medication history, latest observations, allergies, and alerts). This 
complemented the encompass business continuity procedures and helped ensure that 
patients had safe continuity of care at the time of the outage.  Following the incident, recovery 
workstreams successfully managed timely back charting of patient records, diagnostics 
uploading, and appointment rescheduling.  
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The Trust has gained significant encompass related learning from this IT outage which has 
been documented and shared with other HSC Trusts and the Regional encompass team. 
These lessons learned cover a range of areas such as practical advice to teams in terms of 
suitable access to manual reporting resources, further encompass business continuity 
training needs, learnings in regard to encompass business continuity governance structures 
and processes, practical advice regarding back charting processes following an incident, and 
arrangements to maximise the effective the use of mobile data solutions (i.e. Rover Devices 
and the Haiku App).   

Where applicable the Trust has already implemented actions arising from these learnings, for 
example, in respect to holding additional encompass business continuity training, ensuring 
availability of stock to support manual paper processes, adding software to allow for central 
monitoring of BCA devices, and developing a new standard operating procedure for weekly 
checks on BCA devices and printing capability. This has already significantly improved the 
Trust’s (and the wider HSC) resilience and efficiency in managing any future similar outages.  

In regard to communications, the response to the IT outage was considered to be effective 
given the challenges of the situation and the lack of access to main internal communication 
channels, i.e. global email updates. In managing internal operational communications, 
teams communicated effectively using ‘WhatsApp’ groups, touchpoint meetings, Teams 
calls and Trust mobile phones. In terms of corporate communications, regular statements 
were disseminated using a variety of channels such as social media, internal staff web page, 
and external media coverage. Long standing relationships with media and elected 
representatives enabled the Trust to brief these partners who supported and amplified 
important public messaging, and a dedicated patient helpline was further established from 
18th September. Overall, external communications to the public, elected representatives and 
the media appeared to have been well received, however a number of areas have been 
identified to improve internal communications with a particular focus on contingency 
arrangements at times of IT network outages and formal communication mechanisms with 
regional IT colleagues.  

6.2. Review of Digital Governance  

As part of the role of the independent chair in providing oversight to the work of the IRG sub-
groups, a high-level review was undertaken on the Trust’s Digital Governance arrangements.  
Feedback from the review noted that: 

• The Trust appears to have strong leadership and governance with a clear line of sight 
between the Board and down to ward level. 

• The Trust’s Vision & Strategy and Annual Plans have strong connections to the Board 
Assurance Framework (BAF) and associated Corporate and Directorate risk registers, 
however as further detailed below, it is considered that some areas of this could be 
strengthened. 

• The Trust’s technology architecture for the two main hospital sites provides a high level 
of confidence and assurance. 
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Observations from the review further identified areas that can be enhanced and 
strengthened, enabling a more responsive and integrated approach to managing the risk of a 
range of IT related incidents going forward. These are summarised as follows: 

• Improved integration of digital data and technology (DDaT) services with 
operational service delivery – While it was noted as positive to see the risk of cyber 
security threats being recognised at both a BAF and Corporate Risk Register level, a 
review of the risk details noted that this strategic risk appeared to be ‘technically 
owned’ with little reference to ‘business ownership’.  Similarly, the listed operational 
and service delivery risk does not currently acknowledge dependency on DDaT 
services and its critical infrastructure. A major DDaT incident will be an operationally 
disruptive event, therefore the operational risk needs to reference technology impacts 
and vice versa. 

• Risk of critical infrastructure loss/disruption – While cyber security threat is a key 
risk to the organisation, there is also a wider risk associated with the organisation’s 
dependency on DDaT services and critical infrastructure. Consideration should be 
given to expanding the cyber security risk or adding an additional risk to recognise the 
risk of loss / disruption of critical infrastructure. Reference should also be added to 
the application of Business Continuity Plans as a mitigation in the event of a network 
outage.  

• Strengthening of Business Continuity Plans to reflect DDaT impact – Further to the 
points above, the Trust is currently considering how to strengthen business ownership 
of key digital/information assets using Information Asset Owners (IAOs) and 
Information Asset Administrators (IAAs) to link with operational directorates to co-
develop their Business Continuity Plans, ensuring recognition of DDaT service impact 
on business operations.  

The review of the management and ownership of these risks is currently underway, including 
the review of the digital/information asset ownership within the Trust. 

6.3. Impact of the Incident 

The Trust is extremely conscious of the impact on patients, service users and staff during and 
following the incident. As outlined in the findings above, the safety of patients within the 
Trust’s hospitals at the time of the incident was prioritised with business continuity measures 
activated to ensure that patients had safe continuity of care at the time of the outage. 

However, regrettably, most planned surgery and out-patient hospital appointments on 17th 
September were cancelled and as the impact of the incident evolved a decision was made to 
also cancel appointments booked for the 18th September. This resulted in the cancellation of 
a total of 1,647 patient appointments across these two days. The vast majority of these 
appointments were Outpatient appointments (c.85%), with smaller numbers relating to 
elective inpatient / day case procedures (c.3%), and the remainder (12%) split across 
diagnostics, day clinical centre appointments and multi-disciplinary team patient 
discussions.   
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Work commenced immediately following the resolution of the incident to ensure that all 
patients whose appointment was cancelled, and who still required an appointment, were 
rebooked as quickly as possible. In rebooking appointments, patients were prioritised by 
clinicians and staff ensuring that highest priority patients were given the earliest available 
appointments.   

The re-booking of all required patient appointments is complete. The last patient 
appointment re-scheduled for red flag outpatient appointments (new and review) was 5th 
November 2025 and the last urgent outpatient appointment (new and review) is re-scheduled 
for 4th February 2026. Furthermore, the last re-scheduled patient appointments for elective 
inpatient / day case procedures and day clinical centre appointments were 13th October 2025 
and 24th November 2025 respectively.  The most significant number of appointments requiring 
re-booking related to routine patient appointments (new and review), with the last routine 
review outpatient appointment now re-scheduled for 30th July 2026. 

No other patients who already held appointments scheduled from 19th September onwards 
were impacted by these re-booked appointments, i.e. no existing appointments were 
cancelled to facilitate the re-bookings. 

The Trust has undertaken a thorough review of clinical governance systems and complaints 
data, including the Datix incident reporting system, Care Opinion (being the online platform 
for patients and service users to share their experiences), and Complaints data to identify any 
reported adverse impact on patients during the IT outage. This review concluded that there 
have been no complaints received from patients in respect to the care received during the 
outage which is a testament to the strong patient focussed clinical and operational response 
previously noted. Care Opinion data identified a number of positive patient feedback reports, 
complimenting Trust staff for their calm and professional approach during the IT outage. 
Furthermore, while there were a small number of minor incidents reported via the Datix 
incident reporting system there was no significant impact on any patient. 

In terms of the financial cost associated with the incident, the Trust has incurred costs for 
staff overtime to facilitate extended and additional clinics for the timely re-booking of 
cancelled patient appointments, and to undertake patient record back charting. There has 
also been an undeniable level of opportunity cost associated with the patient clinical activity 
lost on the 17th and 18th September and the investment of time by Trust Directors and other 
staff in managing and responding to the incident and in subsequently facilitating its thorough 
review. At this time, the Trust is seeking legal advice on the contract and any potential ability 
to recover the financial costs incurred.    
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7. CONCLUSIONS AND RECOMMENDATIONS 

Overall, the Trust, along with its Health and Social Care (HSC) and technology partners, 
worked in a responsive manner to minimise the duration of the incident resulting in the full 
network outage being resolved within one business day.  While the Trust demonstrated strong 
foundations in managing the incident, including established emergency planning and 
business continuity structures, effective external communications, and committed 
operational staff, this review has highlighted opportunities to strengthen preparedness, 
resilience, and internal communications, particularly during Information Technology (IT) 
system outages. The recommendations contained in each of the sub-group Findings Reports 
have been consolidated and are outlined below under key themes. Further details can be 
found in the Executive Summaries included at Appendix 3 of this report.  

7.1. Technical  

The Technical Root Cause Analysis (RCA) sub-group identified a number of recommendations 
aimed at reducing the risk of human process error during critical data centre and core network 
upgrades. Key recommendations include: 

1. Ensure “second eyes” are engaged for all work on core network components, i.e. two 
engineers to be engaged when carrying out future work.  

2. Digital capture of all critical infrastructure upgrades to the data centres to be recorded 
by the Trust to assist with reviews of logs. 

3. The Technical Assistance Centre (TAC) to be proactively engaged in advance of any 
planned or remedial data centre or core infrastructure work – this was not the default 
position at the time of the incident, however the TAC provider has confirmed a 
procedure that will facilitate this which the Trust has now enacted.  

4. Maintenance windows are agreed, implemented and enforced when carrying out 
changes to data centre and core network components that affect redundancy.  

5. Core data centre upgrades to be submitted to Regional Change Advisory Board for 
additional governance oversight and awareness.  

Overall, these recommendations focus on strengthening assurance, governance, and 
operational discipline during critical infrastructure works. While developed in response to this 
incident, they are applicable across other HSC organisations and will complement existing 
good practice. The above recommendations have already been successfully implemented by 
the Trust and its technical partners in recent upgrade work. 

7.2. Emergency Planning and Business Continuity (EPBC) Leadership, Governance and 
Preparedness 

Effective EPBC arrangements underpin the Trust’s ability to respond to and maintain safe 
services during disruption. It is acknowledged that the implementation of the encompass 
patient record system has brought a relatively new aspect to EPBC arrangements within the 
Trust and it is important to ensure that this continues to be embedded as a core part of wider 
EPBC planning and preparedness.  
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The review has highlighted that strong frameworks exist, but Directors must ensure that EPBC 
planning and preparedness is consistently prioritised, governed and tested at all 
organisational levels. While several improvements have already been implemented, further 
actions would enhance consistency, preparedness, and operational readiness. The following 
specific recommendations have been identified in this regard: 

6. Review and update the Corporate Emergency Management Plan ensuring clear 
coordination structures across tactical, strategic and operational levels, including 
reference to IT outages and encompass business continuity. Role clarity and 
responsibilities during incidents should be reinforced, along with regular testing and 
exercising of EPBC plans (including tabletop and scenario-based exercises) to ensure 
they remain practical, up to date and effective during prolonged or complex outages. 

7. Directors to ensure that all EPBC plans are accessible in hard copy and certify these 
reflect realistic outage scenarios.  

8. Clinical Oversight should be strengthened within the Corporate Emergency 
Management Plan to support decision making, particularly when considering standing 
down services. 

9. Consideration should be given to mandatory business continuity education and 
training for relevant staff, including regular encompass Business Continuity Access 
(BCA) training.  

7.3. Communication and Staff Engagement during Major Incidents 

Overall, the Trust communications response to the IT outage was considered to be 
responsive and effective given the challenges of the situation and the lack of access to main 
internal channels. It is proposed that specific measures are required for internal 
communications to ensure staff can be reached during system outages. The following is 
recommended for further consideration: 

10. Operational teams to review contingency communication methods as part of their 
crisis response plans.  This should include the maintenance of hard copy plans and 
contact lists when digital systems are compromised. 

11. A dedicated IT and communications outage plan should be developed, to include pre-
prepared messages, staff guidance and defined update frequencies.  

12. The implementation of a Trust-wide mass notification system to enable rapid, 
consistent communication with all staff should be considered. Telecommunications 
should explore text messaging and broadcast alert systems to aid staff 
communications. In exploring mass communications option, the Trust should 
consider currently available communication channels, including renewing the 
Connect Staff Application, temporarily interrupting Trust-wide digital screens to 
display incident updates and access to Epic ‘Message of the Day’ functionality (during 
non-IT major incidents).  

7.4. IT Resilience and Digital Infrastructure 

The incident reinforced the Trust’s reliance on digital systems and the need for greater 
resilience during IT outages, particularly in light of the Trust’s recent implementation of the 
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encompass system. Strengthening infrastructure, access, and contingency arrangements 
will support service continuity during both local and regional disruptions. The following is 
recommended for further consideration: 

13. Exploration of options to improve network resilience during core outages, including 
4G/5G boosters or independent infrastructure; the activation of SIM cards in Rover 
devices; the use of ‘My Wi-Fi’ to enable increased mobile data access during outages.  

14. Review of the source and hosting of Trust critical systems, considering the benefits 
and risks of cloud-based versus on-premises access solutions.  

15. Consideration should be given to whether moving to SharePoint online would improve 
access to Trust communications during system outages.  

16. Potential operational access by the Regional encompass team to assist during 
outages, e.g. to remotely support with patient communications via the system.  

17. The establishment of additional backup processes for core services should be 
considered, such as canteen card payment systems.  

7.5. Resource and Operational Preparedness 

Adequate resources, flexible planning, and practical contingencies are critical to sustaining 
services during major incidents. The Trust should ensure plans and equipment are in place to 
support continuity when digital systems are compromised. The following recommendation is 
noted: 

18. A review should be undertaken of resources and equipment required to maintain 
service continuity during incidents, with consideration given to requests for additional 
resources where need is demonstrated.  

7.6. Summary 

In summary, the Trust demonstrated a strong and effective response to a challenging 
incident. By addressing the recommendations outlined above the Trust can further 
strengthen it preparedness and ability to respond more effectively to future major incidents.  

8. NEXT STEPS 

This report has been shared with the Trust’s SLT who will be collectively responsible for 
assessing the IRG recommendations outlined above and agreeing an action plan to consider 
their implementation.    
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GLOSSARY 

BAF Board Assurance Framework 

BCA Business Continuity Access 

BCP  Business Continuity Plan 

BSO  Business Services Organisation 

CAB Change Advisory Board 

Category 1 A situation involving potentially life-threatening injuries and illnesses 

CDIO Chief Digital Infrastructure Officer 

DCHNI Digital Health & Care Northern Ireland 

DC1 Data Centre 1 

DC2 Data Centre 2 

DDaT Digital Data and Technology 

Epic The Trust’s electronic patient record (EPR) software platform 

EPBC Emergency Planning and Business Continuity 

EPR Electronic Patient Record, being the electronic document which has 
replaced traditional paper patient notes and other legacy applications. 

encompass 
The Health and Social Care Northern Ireland wide electronic patient 
record system 

HSC Health and Social Care 

IAA Information Asset Administrator 

IAO Information Asset Owners 

IRG Incident Review Group 

IT Information Technology 

JESIP 
Joint Emergency Services Interoperability Principles, being a UK-wide 
initiative to standardize how blue light services work together during 
major incidents. 

LAN Local Area Network 

LIMS The Trust’s Laboratory Information Management System 

NIPACS The Trust’s Radiology & Digital Pathology System   

RCA Root Cause Analysis 

SHSCT Southern Health and Social Care Trust 

SIRO Senior Information Risk Owner 

SLT The Trust’s Senior Leadership Team, comprising the Trust Chief 
Executive and Directors 

TAC Technical Assistance Centre 
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APPENDIX 1 – Incident Review Group Terms of Reference 
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APPENDIX 2A – Technical RCA Sub-Group Terms of Reference 

 



 

Incident Outcome Report 

24 
 

 



 

Incident Outcome Report 

25 
 

 



 

Incident Outcome Report 

26 
 

APPENDIX 2B – Major Incident Response Sub-Group Terms of Reference 
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APPENDIX 2C – Communications Sub-Group Terms of Reference 
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APPENDIX 3A – Technical RCA Sub-Group Report Executive Summary 
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APPENDIX 3B – encompass Business Continuity Arrangements Sub-Group 
Report Executive Summary 
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APPENDIX 3C – Major Incident Response Sub-Group Report Executive 
Summary 
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APPENDIX 3D – Communications Sub-Group Report Executive Summary 
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