Southern Health
} and Social Care Trust
Quality Care - for you, with you

Information Governance Team

FOI — 1506

29" March 2023
FREEDOM OF INFORMATION ACT 2000 — INFORMATION REQUEST

“Can you please provide an update on the following 3 questions regarding your
Trust's Infrastructure?

1. For each element of IT infrastructure below, please provide the requested
details (Main provider, annual spend 2021-2022, contract end date):

Main Provider : The information requested in this FOI request is exempt from release
under Section 31 and Section 43 of the Freedom of Information Act 2000.

These are both qualified exemptions and so a Public Interest Test was carried out to
decide if the information should be released or not. Having weighed up the factors for
and against release, it was decided to withhold this information because the disclosure
of such information would:

a) Leave (Southern Health & Social Care Trust) patients, clients & staff more vulnerable
to crime (Section 31)

b) Pose a significant threat to the integrity & operation of the digital systems on which
the day-to-day business of the (Southern Health & Social Care Trust) relies (Section
43).

Section 31 — Law Enforcement Section
Section 31(1)(a) states that information is exempt if its disclosure is likely to prejudice
the prevention or detection of crime. ICO guidance states that this can be used to
protect information on a public authority’s systems which would make it more vulnerable
to crime. It can be used by a public authority that has no law enforcement function:

e To protect the work of one that does

e To withhold information that would make anyone, including the public authority

itself, more vulnerable to crime.

Section 43 — Commercial Interests

Section 43(2) states that information is exempt if its disclosure would, or would be likely
to, prejudice the commercial interests of any person (including the public authority
holding it). Disclosure of the requested information would leave the (Southern Health &
Social Care Trust) digital infrastructure at significant risk of cyber security attack. This
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would compromise the (Southern Health & Social Care Trust) ability to provide Health &
Care Services and carry on business-as usual should the digital systems be
compromised.

- Desktop management

DELL. £1.468M. Regional PC Tender (Technology Framework Agreement; TFA) Sept
2023.

- Networking

CISCO. £1.366M Public Sector National Frameworks.

- Data Centre

HP. £895K. Public Sector National Frameworks.

- Server management

HP. £1.05M. Public Sector National Frameworks

- IT Security

£910K. Public Sector National Frameworks.

2. For each of the elements below, please provide details about your cloud
provider (name, contract end date):

- Data storage

- Networking

- Back-up and archive

- Application databases

- Big Data analytics databases

The information requested in this FOI request is exempt from release under Section 31
and Section 43 of the Freedom of Information Act 2000.

These are both qualified exemptions and so a Public Interest Test was carried out to
decide if the information should be released or not. Having weighed up the factors for
and against release, it was decided to withhold this information because the disclosure
of such information would:

a) Leave (Southern Health & Social Care Trust) patients, clients & staff more vulnerable
to crime (Section 31)
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b) Pose a significant threat to the integrity & operation of the digital systems on which
the day-to-day business of the (Southern Health & Social Care Trust) relies (Section
43).

Section 31 — Law Enforcement Section
Section 31(1)(a) states that information is exempt if its disclosure is likely to prejudice
the prevention or detection of crime. ICO guidance states that this can be used to
protect information on a public authority’s systems which would make it more vulnerable
to crime. It can be used by a public authority that has no law enforcement function:

e To protect the work of one that does

e To withhold information that would make anyone, including the public authority

itself, more vulnerable to crime.

Section 43 — Commercial Interests

Section 43(2) states that information is exempt if its disclosure would, or would be likely
to, prejudice the commercial interests of any person (including the public authority
holding it). Disclosure of the requested information would leave the (Southern Health &
Social Care Trust) digital infrastructure at significant risk of cyber security attack. This
would compromise the (Southern Health & Social Care Trust) ability to provide Health &
Care Services and carry on business-as usual should the digital systems be
compromised.

3. For each of the elements below, does your organisation plan to move to a
cloud-based service in the next 2 years?

- Data storage

- Networking

- Back-up and archive

- Processing and computer capacity
- Application databases

- Analytics databases

- Email and collaboration

- Other (Please specify)

The information requested in this FOI request is exempt from release under Section 31
and Section 43 of the Freedom of Information Act 2000.

These are both qualified exemptions and so a Public Interest Test was carried out to
decide if the information should be released or not. Having weighed up the factors for
and against release, it was decided to withhold this information because the disclosure
of such information would:

a) Leave (Southern Health & Social Care Trust) patients, clients & staff more vulnerable
to crime (Section 31)
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b) Pose a significant threat to the integrity & operation of the digital systems on which
the day-to-day business of the (Southern Health & Social Care Trust) relies (Section
43).

Section 31 — Law Enforcement Section
Section 31(1)(a) states that information is exempt if its disclosure is likely to prejudice
the prevention or detection of crime. ICO guidance states that this can be used to
protect information on a public authority’s systems which would make it more vulnerable
to crime. It can be used by a public authority that has no law enforcement function:

e To protect the work of one that does

e To withhold information that would make anyone, including the public authority

itself, more vulnerable to crime.

Section 43 — Commercial Interests

Section 43(2) states that information is exempt if its disclosure would, or would be likely
to, prejudice the commercial interests of any person (including the public authority
holding it). Disclosure of the requested information would leave the (Southern Health &
Social Care Trust) digital infrastructure at significant risk of cyber security attack. This
would compromise the (Southern Health & Social Care Trust) ability to provide Health &
Care Services and carry on business-as usual should the digital systems be
compromised.
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